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Apptainer: A Container Platform

Package software into portable, reproducible containers.

Build once on your laptop and run anywhere: HPC clusters, the cloud,
servers and workstations.

Single-file Container (SIF format)

No need to install software per OS
s Emphasize the "one build, run anywhere" philosophy.

Laptop HPC_Cluster Workstation

i Send container file !

Upload container file ;

i Download container file
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Why Use Apptainer?

Cryptographic signatures

Immutable SIF images

In-memory decryption

Native GPU, high-speed networks, parallel filesystems support
You're the same user inside/outside

No privilege escalation by default
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The Challenge of Traditional Software Deployment

Unix OS = Kernel + User Space

Distributions (RHEL, Ubuntu, etc.) have incompatible user spaces
Can’t install Ubuntu software on RHEL (and vice versa)

Hard to run multiple versions of the same software

Dependency hell: “It works on my machine”
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Containers: Swap the User Space

Containers decouple software from the underlying OS

Entire user space (apps, libraries, configs) is portable
Apptainer packages everything into a single, verifiable SIF file
Developers choose the best base OS for their stack

Users don’t worry about dependencies
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Reproducible Science

Package all: software, libraries, data, scripts, code

Entire workflow fits in one container
Share or archive for others to replicate - regardless of host OS
Critical for peer review, validation, and long-term research
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Commercial Software in Containers

s Some apps certified only on specific Linux versions

® Wrap certified stack in Apptainer container

# Runon any Linux host - no re-certification needed
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Build Container

® Sources:
Docker Hub
OCI Registries (Github, ...)
Singularity Hub
Sandbox
Apptainer

s $ apptainer build ubuntu.sif docker://ubuntu:24.04

s $ apptainer build --sandbox ubuntu_sb
docker://ubuntu:24.04
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Quick “n Dirty Container

Open a shell in the container
Alter software
®# Leave container

$ apptainer shell --writable --fakeroot ubuntu sb/
$> apt install python3-full

$> exit

$ apptainer build ubuntu sb.sif ubuntu sb/
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The Definition File (1)

® Header: The Base OS

s Defines the core operating system inside the container
s Specify:
s Linux distribution (e.g., ubuntu, centos, debian)
s Version (e.g., 22.04, 8, 11)
s Core packages (optional, can be borrowed from the host)
s Sections: The Building Blocks
s Defined with % followed by a section name
s All sections are optional and can be repeated
s Each section is a scriptlet (code block) that runs at build or runtime
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%arguments

%setup

%files
%post

%runscript
%startscript

%test

%environment

The Definition File (2)

Build time

Build time

Build time
Build time

Runtime

Runtime

Build time

Runtime
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Placeholder for external defined
variables with default value

Code runs on host system
(dangerous)

Copy files into container
Run setup scripts in root
$ apptainer run ..

$ apptainer instance start

Test the container

Set environment variables




The Definition File (3)

Build own image based on definition file:
example_machine_learning.def

Run JupyterLab and Torch as example (train online)
Run Training with SLURM
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The Definition File (4)

I_setup_machine_learning_image *» = example_machine_learning.def
Bootstrap: docker

From: ubuntu:{{ VERSION }}

Stage: build

%arguments
VERSION=24.04

%setup
mkdir ${APPTAINER_ROOTFS}/scikit_learn_data

[ B e Y R L

%files
scikit_learn_data/cal_housing_py3.pkz /scikit_learn_data/cal_housing_py3.pkz

%environment
export JUPYTER_PORT=3223
export JUPYTER_IP=0.0.0.0

%post
apt-get update
apt-get install -y \
python3-full \
python3-pip

pip3 install --break-system-packages \
jupyterlab \

jupyterlab-1sp \
python-1lsp-server[all] \

numpy \

pandas \

torch \

matplotlib \

tgdm A

scikit-learn

%runscript
jupyter lab --port $JUPYTER_PORT --ip $JUPYTER_IP

%labels
Gotz Grimmer Goetz.Grimmer@hs-esslingen.de
Version v1.0.0

%help
| This is a demo container used to illustrate a def file that allows machine learning training with Jupyter labs.
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The Definition File (5)

s $§ apptainer build example machine_learning.sif
example machine learning.def

s § apptainer run --nv ./example machine_learning.sif
s --nv:Make NVIDIA GPU available for container.
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GPU Support

® On Nodes with NVIDIA GPU use the flag --nv
# Ensure CUDA matches Host‘s NVIDIA driver

® On Nodes with AMD GPU/APU use the flag --rocm
s Currently not working on DACHS
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The Definition File (6)

s Show example with jupyter lab
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The Definition File (7)

#!/bin/bash

#SBATCH --partition=gpul

#SBATCH --cpus-per-task=48

#SBATCH --gres=gpu:1

#SBATCH -—time=00:10:00

#SBATCH -—-mem=8GB

#SBATCH --mail-type=ALL

#SBATCH --mail-user=Goetz.Grimmer(hs-esslingen.de

1
2
3
4
b
6
-
a
3

=

apptainer exec --nv example_machine_learning.sif python3 example.py
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Encryption

Container is always encrypted
Encrypted with passphrase or PEM file

Add flag --passphrase or --pem afterbuild/run/exec/shell
command.

Generate key pair:
s $ ssh-keygen -t rsa -b 4096 -m pem -N
s Generating public/private rsa key pair.

s Enter file in which to save the key (/home/es_ggrimmer/.ssh/id_rsa): rsa
Convert the public key to PEM PKCS1 format
$ ssh-keygen -f ./rsa.pub -e -m pem >rsa_pub.pem
Rename the private key (already PEM PKCS1) to a nice name
$ mv rsa rsa_pri.pem
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Alter Container

Container are persistent but adapting is difficult.

Solution: Persistent Overlays:
s Additional image of defined space or directory
s Switching between different flavours
s Saving memory

$ apptainer overlay create --fakeroot --sparse --
size 1024 ./overlay.img

$ apptainer shell --fakeroot --overlay overlay.img
example machine learning.sif
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