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Goal:
Insights from mobility data without 
destroying privacy

Data collection
• Clients encrypt the starting points of their trajectories locally 

using fully homomorphic encryption (CKKS scheme [3])
• Data curator collects all encrypted starting points as well as a 

tessellation of regions (e.g. city districts)

Encrypted processing
• Data curator executes an encrypted point-in-polygon 

algorithm to determine the number of starting points in each 
region

• Input privacy: Data curator cannot read any starting points

Privacy
• In sparsely populated areas some individuals could possibly 

be re-identified → needs to be resolved before decryption
• Challenge: Algorithm needs to be static, because encrypted 

data cannot influence program flow → Aggregate regions with 
too few data points according to a static, hierarchical path
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Sampling from different distributions
• I. e. length, transition matrix, mode, …
• Synthesized trajectories are created [1]

Synthesized trajectories and privacy
• San Francisco Cab Spotting Dataset [2]

• Esslingen field test dataset

• Stuttgart E-Scooter, Rome Taxi data, ….
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